CHAPTER 1
FOUNDATION

“War is both timeless and ever changing.”

MCDP I, Warfighting

A Changing World

Marines play a vital role in the defense of the
nation’s interests. Marines support the nation’s
strategy through expeditionary operations, includ-
ing peacetime engagement activities and combat.
As the nation’s expeditionary force in readiness,
Marines will confront many new changes in the
future. In the face of these new challenges,
Marines must use all of their capabilities to the
best possible advantage. These capabilities
include the control and the use of information.

The world is going through dynamic changes
that will alter the operational environment in
which Marine Corps forces will deploy and
fight. These changes have been brought about by
many factors. The rapid advance of technology
and the resultant proliferation of increasingly
powerful asymmetric weapons, the emergence of
diverse adversaries, and the Marine Corps’
involvement in humanitarian and peace opera-
tions contribute to a new and increasingly com-
plex operational environment.

Technology Advance

The rapid advance of technology has been a
powerful force for change. It has brought new
capabilities as well as new challenges. Commu-
nication systems have been enhanced through
networking. Advances in computing power have
allowed improved processing and display of
intelligence and battlefield information. In many

ways, information has emerged as a critical
aspect of command and control (C2), strategic
agility, and operational maneuver.

However, these advantages are accompanied by
new dangers. These dangers exist as new and criti-
cal vulnerabilities. New systems may be vulnera-
ble to disruption by computer viruses, hackers, and
simple misuse. Many new global and garrison
communication systems share the same infrastruc-
ture as public communications. Many countries
and adversaries have access to similar technologies
on the global market. The difference between mili-
tary and civilian technology is decreasing.

Future Adversaries

The global strategic environment remains com-
plex and potentially dangerous. Marines still face
a range of traditional and non-traditional threats.
Ethnic, economic, social, and environmental
strains will continue to cause instability and raise
the potential for violence. Many countries will
retain the capability to threaten United States
(US) interests abroad, and may seek to initiate a
major conflict that would require a large-scale
US response. In addition, there will be many
other “lesser threats” that will seek to engage us
across the range of operations that fall short of
war. These adversaries will generally possess a
regional or national level of influence, and will
likely have access to lethal technologies generally
available on the global market.

Some examples include terrorists, drug cartels,
computer hackers, and rogue nations—who might
act independently in their own self-interest. Using
new technologies and readily available informa-
tion, these threats will have the capability to
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threaten the US across geographic borders through
networks and through the proliferation of weap-
ons of mass destruction. They may avoid direct
military confrontation and attack selected vulnera-
bilities to achieve a high payoff for little cost or
they may attack to simply gain media exposure.

Future Missions

The US maintains a wide range of humanitarian
and global security responsibilities, and these
responsibilities will continue well into the future.
Marines can expect to be tasked for the following:

e Provide humanitarian assistance (domestic or
foreign) after a disaster.

e Provide peace support for nations that seek a
secure environment to peacefully develop.

e Provide peace enforcement to separate war-
ring factions.

e Create conditions for the peaceful resolution of
a crisis.

e Project combat power when resolving a crisis
that requires the threat and/or use of force.

As a crisis develops, Marines may find them-
selves executing multiple missions simulta-
neously or in rapid sequence. They may be asked
to provide relief to civilians while keeping bellig-
erents separated, defending US interests, and
enforcing international law. To project power and
influence, Marine Corps forces employ for pres-
ence, engagement, and response. Each will have a
strong informational component. The on-scene
presence of the forward-deployed Marine Air-
Ground Task Force (MAGTF)—and its proxim-
ity and access to potential crisis areas—will
establish it as a vital operational and informa-
tional cornerstone for follow-on forces acting as
part of a national and theater crisis response.

Expeditionary Operations

An expedition is a military operation conducted
by an armed force to accomplish a specific objec-
tive in a foreign country. The missions of military
expeditions vary widely and expeditionary opera-
tions occur across the continuum of peace, crisis,
and war. Examples of missions of military expe-
ditions include the following:

e Provide humanitarian assistance (domestic or
foreign) in times of disaster or civil disruption.

e Establish and keep the peace in a foreign country.

e Protect US citizens or commerce abroad.

e Retaliate for an act of aggression by a foreign
political group.

e Thwart transnational terrorist and criminal
threats.

e Protect US interests by defeating enemy armed
forces in combat.

The fundamental nature of war—a violent strug-
gle between two hostile, independent wills—will
remain unchanged. The quantitative characteris-
tics of warfare (mass and volume) are essential
elements of combat power. However, qualitative
factors (speed, stealth, precision, and sustainabil-
ity) are increasingly important. Maneuver and
decisive action lead to the accomplishment of the
mission. In disasters, they include relief opera-
tions. In civil disruptions, they often include
peace operations until local government control
can be re-established. In conflict, they involve the
military defeat of the enemy’s fighting forces.

Marine Corps information operations (IO) sup-
port maneuver warfare through actions that use
information to deny, degrade, disrupt, destroy or
influence an adversary commander’s methods,
means or ability to C2 his forces and to inform
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target audiences through informational activities.
10 enhance the ability of the MAGTF to project
power during peace and war. They complement
and facilitate the traditional use of military force
but in some instances may stand alone as a deter-
rent option. IO support the integration of situa-
tional awareness, operational tempo, influence,
and power projection to achieve advantage.

10 is an integrating concept that facilitates the
warfighting functions of C2, fires, maneuver,
logistics, intelligence, and force protection. 10 is
not simply another “arrow” in the MAGTF com-
mander’s quiver. 1O is a broad-based capability
that “makes the bow stronger.”

10 is multi-disciplined. Capabilities relevant to
10 include, but are not limited to, psychological
operations (PSYOP), military deception, opera-
tions security (OPSEC), electronic warfare (EW),
physical attack, information assurance (IA), com-
puter network operations (CNO), public affairs
(PA), and civil-military operations (CMO). IO
conducted by MAGTFs support battlespace shap-
ing, force enhancement, and force protection
activities. IO will enhance the ability of the
MAGTF to project power during peace and war,
complementing and facilitating the traditional use
of military force.

MAGTFs will execute IO to enable and enhance
their ability to conduct military operations con-
sistent with the Marine Corps’ capstone concept,
Expeditionary Maneuver Warfare (EMW). The
MAGTF can support joint and multinational
enabling by serving as an adaptive cornerstone
force-bringing flexible command, control, com-
munications, computers, and intelligence (C41I)
systems that allow a joint or coalition force to be
assembled in an expeditionary environment.
Marines also bring unique capabilities such as
the electronic attack (EA)-6B Prowler and the
Mobile Electronic Warfare Support System-add-
ing to the combat power of the joint force. IO
can increase strategic agility by utilizing the
reach back capability of MAGTF command,
control, communications, and computers (C4)
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systems thus allowing the MAGTF to draw upon
information sources outside its area of opera-
tions. 1O can extend operational reach through
informational and media activities that unify
power projection with influence projection. 10
can increase tactical flexibility by providing the
MAGTF commander with a range of both lethal
and nonlethal options. Finally, IO can enhance
support and sustainment by enabling power pro-
jection against distant targets without increasing
the MAGTE’s footprint ashore.

Principles

The following principles are essential to the suc-
cessful integration of 10 within the MAGTF:

e [0 is an integral function of the MAGTF.
Marines organize as unique, task-organized
MAGTFs. The ability to integrate combat
power to win in conflict is inherent in Marine
Corps organization and the expeditionary
mindset of the individual Marine. Marines
intuitively understand task organization. Inte-
gration of capabilities is a part of how Marines
fight. MAGTF IO planning is inherent to
MAGTF planning and is not conducted by
unique IO forces.

o MAGTF IO is focused on the objective. Like all
operations, information operations ultimately
exist to help the MAGTF achieve its mission.
A thoughtful analysis of the MAGTF mission
and a subsequent strategy-to-task analysis of
10 activities are essential. No activity exists
independent of the compelling requirement for
the MAGTF to meets its objective. A carefully
structured IO plan preserves MAGTF
resources and assists the MAGTF in synchro-
nizing the activities of external agencies with
those of the MAGTF.

o The MAGTF commander’s intent and concept
of operations determine 10 targets and objec-
tives. The MAGTF should determine the vul-
nerabilities and critical elements of friendly
and enemy information, information-based
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processes, and information systems. Key
adversary elements, the destruction or degrada-
tion of which would support the accomplish-
ment of the unit mission, should be targeted as
a system. Likewise, the MAGTF’s adversaries
will target MAGTF C2 systems; therefore,
friendly systems critical to the MAGTF should
be protected. Integration and coordination of
influences such as media, messages, and per-
sonal contact should be exercised to the advan-
tage of the MAGTF. In all cases, whether
attacking the adversary, defending the
MAGTEF’s own systems or managing influ-
ences, the targets and objectives are deter-
mined by the MAGTF commander’s intent and
the concept of operations.

o MAGTF 10 must be synchronized and inte-
grated with those of the higher and adjacent
commands. 10 will be conducted in battlespace
that has already been shaped by the combatant
commanders’ peacetime theater security and
cooperation activities. During joint operations,
the joint force commander (JFC) provides
guidance and direction for conducting 10 to
support his mission, concept of operations,
objectives, and intent. The MAGTF IO plan,
while leveraging and exploiting the 10 capabil-
ities of higher echelons in support of MAGTF
objectives, must also support the JFC’s 10
objectives.

o MAGTF IO is supported by the total force. Not
all IO activities that support the MAGTF are
conducted by the MAGTF. For example, com-
puter network monitoring is conducted by the
Marine information technology network opera-
tions center and intelligence support is contrib-
uted by the Marine Corps intelligence activity.
Marine Corps reserve component assets are
available to provide civil affairs (CA), and
other expertise.

e Many different capabilities and activities must
be integrated to achieve a coherent 10 strat-
egy. The support of the warfighting functions of
the MAGTF (maneuver, fires, logistics, force

protection, intelligence, and C2), as well as the
design and operation of information systems,
are critical to the successful conduct of IO.

e Intelligence support is critical to the planning,
execution, and assessment of 10. 10 requires
accurate, timely, and detailed intelligence, to
include intelligence preparation of the bat-
tlespace (IPB) products. An early assessment of
key enemy centers of gravity (COGs) is essen-
tial. Intelligence analysis should determine the
enemy’s potential IO vulnerabilities and capa-
bilities, and support friendly 10 actions to
exploit or to counter them. Analysis may also
help in defining suitable measures of effective-
ness for specific IO actions.

Information and the Range
of Military Operations

10 include all actions taken to affect enemy
information and information systems while
defending friendly information and information
systems. Information, as data, is a key compo-
nent of combat, communications, and intelli-
gence systems. Information transformed into
knowledge and understanding is a key compo-
nent of command and decisionmaking pro-
cesses. Information, as media, influences
perceptions, attitudes, and beliefs. Information
and information systems are targets that, when
affected, influence key decisionmakers.

IO is conducted during all phases of an operation,
across the range of military operations, and at
every level of war. In some environments IO cap-
italizes on the growing sophistication, connectiv-
ity, and reliance on information technology. 10
focuses on the vulnerabilities and opportunities
presented by the increasing dependence on infor-
mation and information systems.

In other situations, IO may mean employing
decidedly low-tech means, such as exploiting
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cultural factors or a less sophisticated means of
communication, to facilitate CMO, to influence
selected target audiences or by tactical decep-
tion. Whatever the nature of the conflict, IO tar-
get information or information systems to affect
the information-based decisionmaking process.
IO may, in fact, have its greatest impact as a
deterrent in peace and during the initial stages of
crisis. IO may help deter adversaries from initi-
ating actions detrimental to the US. At every
echelon of command and all levels of warfare,
the use of information is likely to be a critical
tool in achieving the objectives of the com-
mander. 1O will primarily support battlespace
shaping, force enhancement, and force protec-
tion actions, and any other information-oriented
activity the MAGTF can leverage to better facil-
itate the tailored application of combat power.

Battlespace Shaping

The US seeks to shape the international environ-
ment through a variety of means, including diplo-
macy, economic cooperation, international
assistance, security assistance, and arms control.
These efforts use power, information, and influ-
ence to achieve national objectives. In peace-
time, deployed Marine Expeditionary Units
(MEUs) demonstrate national resolve through
forward presence, and Marines enhance regional
stability through cooperative engagement, with
allies in exercise, exchange, and informational
programs. During crises, MAGTF-shaping opera-
tions must be linked to US strategic objectives
and be consistent with on-going regional engage-
ment activities. During conflict, MAGTF-shap-
ing operations focus on setting those conditions
necessary for operational and tactical success.

Whether demonstrating national commitment
through forward presence, exercising with allies
and strategic partners, engaging in armed com-
bat or providing relief to victims of a natural
catastrophe, Marines will continue to support
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the nation’s objectives and policies. 10, used in
support of battlespace shaping, ensures the pur-
pose of the MAGTF’s mission is clear to both
the local and the worldwide audience.

Strategic Focus

MAGTF operations efforts will be observed,
commented upon, and selectively portrayed to,
and by, the world audience. Actions will be per-
ceived differently by viewers who may likely be
biased. The perceptions created by MAGTF
operations will result in changes to political reali-
ties that may, in turn, affect the assigned MAGTF
mission. Information is a powerful component of
battlespace shaping. Not only do actions matter,
but the perceptions that actions create matter.
Small, apparently local actions may have strate-
gic consequences. For example, an “event” at a
single checkpoint can change the relationship
between the MAGTF, local residents, allied part-
ners, and nongovernmental organizations (NGOs)
and-depending upon how the event is portrayed
through the media-can dramatically sway public
opinion either for or against actions. In the bat-
tlespace of the future, all Marines must be aware
of their strategic responsibilities.

Multinational Partners

MAGTF operations will likely involve coordi-
nated activities with the armed forces of other
nations in a multinational effort, and future allies
will all have different capabilities, equipment,
procedures, and values. MAGTF operations must
carefully consider the implications of actions
taken by members of the multinational force. The
human dimension of coalition operations must be
considered, and used to effectively form and
employ the force.

Civil Considerations

All military operations, from major theater wars
to the complex contingencies encountered in
other expeditionary operations, will occur in an
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inherently uncertain and chaotic environment
shaped by continuous human interaction. Civil-
ian populations, organizations, and leaders will
cause much of this uncertainty, and the com-
mander must shape the battlespace within this
context of unpredictability. Battlespace shaping
helps commanders simultaneously meet their
own operational requirements and their moral and
legal responsibilities to civilians.

Integrated Targeting

The integrated use of informational activities and
fires, both lethal and nonlethal, to achieve a com-
mon purpose is essential. The targeting means is
secondary to achieving the desired targeting
effect since targets no longer reside solely in the
physical domain but include the perceptions and
actions of civilians, key leaders, and adversaries.
Information can be used for a positive purpose to
achieve desired operational effects while mitigat-
ing the unnecessary loss of life.

During conflict, the MAGTF will necessarily
focus on the battlespace’s physical and informa-
tional aspects that affect decisive maneuver.
However, the use of 1O to shape the battlespace
transcends the physical domain. It must also con-
sider the political, cultural, and moral aspects of
the battlespace. As crisis blends into conflict, the
defining point when operations change from
peace support, to peace enforcement or to conflict
will become increasingly difficult to define. It
will require Marines to approach operations
holistically, with an understanding of the histori-
cal underpinnings and cultural aspects of the cri-
sis or conflict, an understanding of the ability of
information and influence to achieve desired
operational effects, and an understanding of their
responsibilities to terminate conflict in a manner
that will foster lasting stability.

Force Enhancement

Networking and advances in computing power
have allowed improved processing and display of

intelligence and battlefield information. In many
ways, the ability to obtain timely and accurate
information has emerged as a critical aspect of
C2, strategic agility, and operational maneuver.
The force that best controls, utilizes, and safe-
guards information and information systems has
always enjoyed a decided military advantage; this
will not change.

As a force enhancer, IO integrate varied capabili-
ties and activities into a coherent, seamless plan
to achieve specific objectives. The human deci-
sionmaking process is the ultimate target. Guid-
ance must be clearly established, support overall
national and military objectives, consider the
influence of other regional informational activi-
ties taking place outside the MAGTF, and include
identifiable measures of effectiveness. A close
and continuous relationship between 10 and intel-
ligence support is essential.

Operational Focus

The primary focus of MAGTF offensive 10
activities will be at the operational and tactical
levels of war. Actions will be oriented against C2
targets to disrupt, degrade or deny an enemy’s
use of information and information systems to
achieve operational objectives. A principal focus
of 1O at this level is the enemy commander and
his decisionmaking process. By targeting the
human element, the MAGTF seeks to affect the
adversary’s will to resist and destroy his military
operational effectiveness. Integrated targeting to
achieve the desired operational effects will com-
bine influence, information, and weapon effects
to shape the physical, electronic, and informa-
tional aspects of the battlespace.

The mission and the MAGTF commander’s
intent are paramount. All MAGTF IO elements
must work together to produce a synergistic
effect. During conflict, the MAGTF may rely
heavily upon EW, military deception, and physi-
cal destruction to attack C2, intelligence, and
other critical information-based processes that
directly impact an adversary’s ability to conduct
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military operations. The MAGTF may rely on
national-level agencies and other Service compo-
nents for certain offensive IO-related capabilities
not inherent to the MAGTF.

Integration

Offensive 10 involves the integrated use of sup-
ported and supporting capabilities and activities,
mutually supported by intelligence, to affect
enemy decisionmakers and their information and
information systems. These capabilities and
activities include, but are not limited to OPSEC,
military deception, PSYOP, EW, physical attack,
and CNO. The human decisionmaking process is
the ultimate target for offensive IO.

Nodal Analysis

The analysis of the adversary’s C2 system to
determine critical and vulnerable nodes is called
nodal analysis. During planning, it is essential
that 1O planners consider the adversary’s C2 net-
work as a system that is made up of personnel,
equipment, information, and procedures that
work together to allow the adversary com-
mander to accomplish the mission. Also included
in the adversary’s C2 system are adversary per-
ceptions, decisions, and reactions. Thus, offen-
sive 10 target adversary C2 systems; for
example, radars, communication nodes or infor-
mation systems, as well as the decisionmaker
and his decision cycle including the mind of the
enemy commander, command nodes or intelli-
gence systems. Offensive 10 support the mis-
sion and the commander’s intent. These
operations are based on a clear understanding of
the friendly mission and a thorough analysis of
the enemy C2 system (including biases and deci-
sionmaking processes).

Objectives

Offensive 10 objectives must be clearly estab-
lished. They must support overall national and

military objectives and include identifiable indi-
cators of success. Selection and employment of
specific offensive capabilities against an enemy
must be appropriate to the situation. Offensive 10
may be the main effort, a supporting effort or a
phase in the MAGTF operation. Offensive 10
objectives include the following:

e Influence the adversary commander’s estimate
of the situation.

e Slow the adversary’s tempo of operations.

e Degrade the adversary commander’s decision
cycle for planning and executing operations.

e Disrupt the adversary commander’s ability to
generate and focus combat power.

Employed as an integrating strategy, force
enhancement activities weave together related
offensive 10 capabilities and informational activ-
ities toward satisfying a stated objective. Offen-
sive 10 degrade the flow of information through
EW and physical attack/destruction and influ-
ence enemy information through PSYOP,
OPSEC, and military deception. The integrated
use of these methods disrupts the enemy deci-
sionmaking process.

Force Protection

The MAGTF commander depends on information
to plan operations and employ his forces. Informa-
tion systems enable and enhance warfighting capa-
bilities; however, increasing dependence upon
these rapidly evolving technologies may create
new vulnerabilities. Seabasing of the MAGTF
simultaneously makes IA more robust and more
difficult to provide. Risk management decisions
will have to be made based on the anticipated
requirements and information resources most
needing protection. The integration of protection,
detection, and reaction capabilities is needed to
mitigate the effects of enemy action and environ-
mental effects. It enables the necessary protection
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of information and information systems on which
the MAGTF depends to conduct operations and
achieve its objectives. The criticality of the
MAGTF commander’s access and use of the infor-
mation environment will not go unnoticed by
future adversaries. IO will enhance force protec-
tion by protecting and defending the information
and information systems that the MAGTF depends
on to conduct operations.

Integration

Defensive 10 integrate and coordinate policies
and procedures, operations, personnel, and tech-
nology to protect and defend friendly informa-
tion and information systems. Offensive action
can be used to pre-empt or to respond to adver-
sary 1O capabilities. Defensive 10 are conducted
and assisted through information assurance,
OPSEC, physical security, counterdeception,
counterpropaganda, counterintelligence (CI), and
EW. During operational planning, an analysis of
friendly information systems and their vulnerabil-
ities, such as nodal analysis, is conducted with a
risk assessment to determine defensive 10 mea-
sures and priorities.

Defense in Depth

Defensive 1O ensure timely, accurate, and rele-
vant information access while denying the enemy
the opportunity to exploit friendly information
and information systems for its own purposes.
Since it is a practical impossibility to defend
every aspect of the infrastructure and every infor-
mation process, defensive 10 provide the essen-
tial and necessary protection and defense of
information and information systems upon which
the MAGTF depends to conduct operations and
achieve objectives. A useful guide is Chairman of
the Joint Chiefs of Staff Instruction (CJCSI)
6510.01C, Information Assurance and Computer
Network Defense. Security requirements and pro-
cedures for defense-in-depth strategy may be
found in the Chairman of the Joint Chiefs of Staff

Manual (CJCSM) 6510.01, Information Assur-
ance Implementation Procedures. This manual
includes such areas as individual responsibilities,
system administrator training requirements,
Information Assurance Vulnerability Alert
(IAVA), incident reporting, information opera-
tions conditions (INFOCONs), communications
security (COMSEC), and specific defense-in-
depth minimum-security requirements that may
be useful in developing defensive 10 plans.

The basis for defensive 10 planning is the con-
duct of OPSEC, C4 vulnerability analysis, identi-
fication and protection of essential elements of
friendly information, and the generation of the
restricted frequency list.

Objectives

The objectives of defensive IO include the following:

o Sustain the MAGTF commander’s freedom of
action.

e Reduce the adversary’s ability to affect friendly
C2.

e Minimize friendly C2 system vulnerabilities to
adversary C2 attack through the employment
of adequate physical, electronic, information,
and OPSEC measures.

e Minimize friendly mutual interference on
friendly C2 and unintended third parties
throughout the electromagnetic spectrum.

e Minimize the effects of adversary perception
management activities.

Defensive 10 plans ensure effective friendly use
of the electromagnetic spectrum while negating
adversary efforts to do the same. Defensive 10
reduce friendly C2 vulnerabilities to adversary
attack by employing adequate physical, commu-
nications, electronic, and OPSEC measures. On-
going coordination and deconfliction are required
to reduce friendly mutual interference and man-
age the electromagnetic spectrum in support of
friendly C2.



CHAPTER 2
INTEGRATION AND PLANNING

“During times of peace, the most important task
of any military is to prepare for war.”

MCDP 1, Warfighting

The Marine Corps Component

The Marine Corps component is responsible for
setting the conditions and creating the environ-
ment for successful joint MAGTF operations.
The Marine Corps component commander
advises the JFC of the 10 capabilities of his
forces, makes recommendations on the proper
employment of Marine Corps forces, requests
additional IO support as required, and informs the
JFC regarding the Marine Corps component’s 1O
situation and progress.

With respect to 10, the Marine Corps component
commander focuses on those activities that will
support future operations—the next Marine
Corps component mission—and coordinates 1O
actions with other component commanders to
achieve unity of effort for the joint force. The 10
orientation of the Marine Corps component com-
mander is normally at the operational level of
war, while the MAGTF commander is normally
at the tactical level. Naturally, there will be some
overlap. The Marine Corps component provides
the following 10 support:

e Plans access to national, theater, and joint task
force (JTF) intelligence system architectures
and databases in conjunction with the compo-
nent intelligence staff.

e Develops component 10 policy as needed con-
sistent with the JFC’s IO policies.

e Ensures that the capabilities of the Marine
Corps are integrated in the operation plans
(OPLANSs), contingency plans, and future
plans of the combatant commander.

e Represents Marine Corps forces in the joint
force 10 cell and at joint boards as required; e.g.,
targeting and intelligence to set conditions favor-
able to the MAGTF’s mission accomplishment.

For more information regarding component
responsibilities, see MCDP 1-0.1, Componency
(to be reissued as MCWP 3-40.8).

The Total Force

The Marine Corps organizes, equips, trains, and
fights as a total force. Effective IO integration
requires that the total capability of the Marine
Corps be used to support the warfighting MAGTF.

The Marine Corps Reserve augments and rein-
forces the active duty forces in time of war or
national emergency. They support the rapid expan-
sion of the Marine Corps and provide added capa-
bility, flexibility, and depth to the active duty
force. Marine Corps CA units consist of two civil
affairs groups (CAGs). The CAGs are selected
Marine Corps Reserve units. Understanding the
civil dimension of crisis and conflict is important
to I0. The CAGs provide a unique capability to
the MAGTF to address civil considerations.

Operational Focus

The primary focus of MAGTF IO activities will
be at the operational and tactical levels of war.



Offensive 10 actions will be oriented against
C2 targets, disrupting or denying an enemy’s
use of information and information systems to
achieve operational objectives. The MAGTF
may rely most heavily on EW, deception, and/
or physical destruction to attack targets related
to C2, intelligence, and other critical informa-
tion-based processes directly related to conduct
military operations. Defensive 10 actions will
protect and defend the information and infor-
mation systems that the MAGTF depends on to
conduct operations. The MAGTF will fre-
quently rely on national-level agencies and
other Service components for certain offensive
and defensive 10-related capabilities. Informa-
tional activities will be needed to manage
media attention on the operation, influence
selected adversary groups, and protect MAGTF
information and information systems.

Since MAGTFs may fight as a part of a larger
joint force, their offensive, defensive, and infor-
mational 1O efforts will support and be coordi-
nated with the campaign plans of the combatant
commander, joint force, and adjacent commands.
The JFC may have standing 10 procedures and
perhaps a standing 10 plan based on the combat-
ant commander’s guidance for the theater of
operations and the nature of the conflict. The
joint force and component commanders in turn
will develop their own IO plans in support of
their respective objectives. These 10 plans will be
largely at the operational level. The MAGTF will
develop an 10O plan that will support MAGTF
mission requirements while integrating into the
JFC IO plan. In turn, the major subordinate com-
mands will need to develop supporting 1O plans
appropriate for their level of command.

Staff Responsibilities

Operations

The G-3/S-3 is responsible for 10. The future
operations section is responsible for overseeing
the planning and coordination of the 10 effort.

MCWP 3-40.4

The MAGTF IO officer, within G-3/S-3 future
operations, is responsible for:

e The broad integration and synchronization of
1O efforts.

e Responding directly to
MAGTF IO.

e Ensuring that the 10 cell provides input to the
operational planning team (OPT) during plan-
ning to ensure coordinated operations.

the G-3/S-3 for

e Preparing the 10 appendix to the operation
order (OPORD).

e Overseeing the core personnel within the 10 cell
as well as augmentees from external agencies.

e Ensuring that all IO matters are coordinated
within the MAGTF staff, higher headquarters,
and external agencies.

The electronic warfare officer (EWO) integrates
EW operations through the EW coordination cen-
ter or the 1O cell when established.

The fire support coordinator, supporting arms
coordinator, target information officer, and target
intelligence officer oversee the formation of the
target list and the engagement of those targets.

Intelligence

Intelligence support is critical in the planning,
execution, and assessment of IO and must pro-
vide support across the full range of military
operations, at all levels of war.

The G-2/S-2 acts as the central point of contact
for all intelligence support to 10 for the MAGTF
staff. Coordination and interaction between the
G-2/S-2 and the G-3/S-3 may be enhanced
through liaison representatives embedded within
the 10 cell. See also appendix A, Information
Operations Cell Responsibilities.

Communications and Information Systems

The G-6/S-6 assists in prioritization of the defen-
sive information operations effort, oversees the
COMSEC program, supports the installation and
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maintenance of information systems, and assists the
EWO in deconflicting EW jamming operations.

The Information Operations Cell

The 10 cell is a task-organized group that may be
established within a MAGTF and/or higher head-
quarters to integrate a variety of separate disci-
plines and functions pertaining to IO for the
command. A fully functioning IO cell integrates a
broad range of potential IO actions and related
activities that contribute to accomplishing the
mission. IO integration requires extensive plan-
ning and coordination among all the elements of
the staff. The 10 cell, when established, is a
mechanism for achieving that coordination.

During planning, the IO cell should facilitate
coordination between various staffs, organiza-
tions, and the MAGTF staff elements responsible
for planning specific elements of IO. During exe-
cution, the cell should remain available to assist
in coordination, provide support or adjust 1O
efforts as necessary. The IO cell should have the
communications connectivity, either through the
combat operations center or separately, to effec-
tively coordinate changing 10 requirements.

The 10 cell is composed of intelligence person-
nel, augmentees supporting IO activities, and rep-
resentatives from staff elements and subject
matter experts from appropriate warfighting func-
tions. The size and structure of the cell are tai-
lored to meet the mission and the commander’s
intent. Cells that are too large and over-manned
can be as detrimental to the success of 1O as
those that are under-manned.

Operationalizing Information Operations

IO is a combination of battlespace shaping, force
enhancement, and force protection activities that
are integrated and concurrently planned. Essen-
tially, force protection is a defensive shield to
protect our own systems and decision processes,
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while force enhancement is the offensive sword
used against the adversary. However, 10 goes
beyond attack and defense. It includes those
actions taken to influence selected groups and
decisionmakers and establishes battlespace condi-
tions conducive to success. Therefore, it is neces-
sary to include the concept of battlespace
shaping. See figure 2-1 on page 2-4.

Battlespace shaping combines PA, OPSEC, con-
cealment and deception, PSYOP, and the threat
and/or use of force. It encompasses all actions
taken to convey (or deny) selected information
and images to an audience in order to influence
and inform. Battlespace shaping occurs within
both the informational and the physical domains.
It requires the broad synchronization of PSYOP,
PA, OPSEC, deception, and operations within a
single battle concept.

MAGTF planners must ensure that IO planning
begins at the earliest stage of operational plan-
ning, is consistent with the 1O plans of the higher
headquarters, and is fully integrated into the con-
cept of operations.

Marines use the Marine Corps Planning Process
(MCPP) to plan operations. The MCPP is a logi-
cal problem solving process used to develop a
comprehensive and synchronized plan to accom-
plish the mission. One of the functions of the
MCPP is to develop courses of action (COAs).
10 planning naturally focuses on the IO COA
within the overall planning process.

Integrated Information Operations Planning
and the Marine Corps Planning Process

To understand how 10 planning might be accom-
plished, it can be broken into steps. The follow-
ing example is not intended to dictate planning
procedures to MAGTFs. It is an illustration that
allows Marine planners to begin to operational-
ize 10 concepts. A disciplined IO planning pro-
cess helps keep 10 planning ‘in step’ with other
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Figure 2-1. Information Operations Planning.
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planning efforts. It allows targets, informational
themes, and tasks to be logically derived.

Target and intelligence analysis is essential in IO
planning. Integration and planning efficiency is
achieved by conducting IO analyses simulta-
neously across functional areas. For example,
nodal analysis is conducted simultaneously to
determine key friendly nodes, key enemy nodes,
and key target audiences. Then, each node (or
COG) is subsequently prioritized (according to
commander’s guidance and desired effect), has
specific IO measures (proposed tasks) placed
against it, and is coordinated within the MAGTF
operational scheme (by 1O cell and OPT). IO tasks
and guidance form the basis for the 1O related sec-
tions of the OPORD. Finally, the establishment of
feedback mechanisms and battle damage assess-
ment (BDA) cycles permit the on-going evalua-
tion of operations.

The MCPP supports decisionmaking by the com-
mander. It is also a vehicle that conveys the com-
mander’s decisions to his subordinates and helps
organize the thought processes of a commander and
his staff throughout the planning and execution of
military operations. The MCPP focuses on the mis-
sion and the threat. It capitalizes on the principle of
unity of effort and supports the establishment and
maintenance of tempo. The MCPP is applicable
across the range of military operations and is
designed for use at any echelon of command. The
process can be as detailed or as abbreviated as the
situation permits.

The MCPP organizes the planning process into
six manageable, logical steps. See figure 2-2. It
establishes procedures for analyzing a mission,
developing and wargaming COAs against the
threat, comparing friendly COAs against the
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commander’s criteria and each other, selecting a
COA, and preparing an OPORD execution. It
provides the commander and his staff a means to
organize their planning activities and transmit the
plan to subordinates and subordinate commands.
10 planning is aligned with the MCPP steps and
ensures 1O actions are coordinated with all six
warfighting functions and the operations of
higher, adjacent, and subordinate commands.

10 planning is conducted within the framework
of the MCCP. It is conducted in alignment with
the tenets of top-down planning, the single-battle
concept, and integrated planning. Top-down
planning and the single-battle concept ensure
unity of effort, while the warfighting functions
(C2, maneuver, fires, intelligence, logistics, and
force protection) serve as the building blocks of
integrated planning.

Mission Analysis

Mission analysis is the first step in the MCPP.
The purpose of mission analysis is to review and
analyze orders, guidance, and other information
provided by higher headquarters, and produce a

ORDERS
DEVELOPMENT

2-5

MISSION ANALYSIS

COURSE OF ACTION
COMPARISON
AND DECISION

unit mission statement. Mission analysis drives
the MCPP.

The higher headquarters order is analyzed to
extract IO planning guidance such as constraints,
restraints, and planning factors. This guidance
establishes the boundaries for IO planning, iden-
tifies target limitations based on policy and rules
of engagement (ROE), and helps reduce the
uncertainty associated with 10 planning. This
process also ensures that the MAGTF will nest its
10 plan with that of the higher headquarters.

During mission analysis, IPB planning supports
the commander as he develops his battlespace
area evaluation. Assisted by the intelligence sec-
tion, the MAGTF 10 cell reviews known facts
about the enemy C2 systems and the battlespace
environment. IPB products relevant to further 10
planning are developed or requested. Enemy
COGs are determined. Potential risks and friendly
vulnerabilities are also identified for defensive 10
actions. Information gaps must be determined and
requests submitted to resolve the uncertainties
necessary for further planning. Unique 10O factors,
such as IO ROE and assumptions, are identified

COURSE OF ACTION
DEVELOPMENT
COURSE OF ACTION
WAR GAME

Figure 2-2. The Marine Corps Planning Process.
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during mission analysis. IO planners conduct a
strategy to task analysis that links the MAGTF
mission to strategic and operational IO objectives.

An initial concept for IO support can be devel-
oped during mission analysis. Friendly 1O assets
and capabilities, either organic or supporting the
MAGTF, as well as additional IO force structure
requirements, are identified. As mission analysis
is conducted, resource or capability shortfalls are
noted. The 10 cell should identify critical short-
falls and request support from higher headquar-
ters or external agencies. Desired results should
be determined. The 10 concept of support must
be focused by and in accordance with the com-
mander’s initial guidance. A staff estimate for IO
is the most formal form of this concept of support
and should be considered.

The 1O cell must fully participate in MAGTF
planning activities and coordinate its planning
efforts with those of the MAGTF future opera-
tions section. Future operations will usually form
an ad hoc organization known as the OPT. The
OPT will be conducting mission analysis, and
results of each group’s (OPT and IO cell) analy-
ses should be combined. Friendly vulnerabilities
can be incorporated into force protection plan-
ning, while the enemy critical vulnerabilities
determined through the OPT’s COGs analysis
could include potential IO targets. Emerging
themes and messages that can influence the bat-
tlespace to the advantage of the MAGTF can
become the basis for an overall perception man-
agement operation.

During mission analysis, IO planning results
should be incorporated into the commander’s
planning guidance, IPB products, commander’s
critical information requirements (CCIRs), COG
analysis, and staff estimates.

The most critical element to address during mis-
sion analysis is the integration of 10 into the

commander’s vision of shaping actions. IO must
be integral to the MAGTF shaping effort. Shap-
ing sets conditions for decisive actions. They are
activities conducted throughout the battlespace to
influence an enemy capability, force or the
enemy commander’s decision. The commander
shapes the battlespace principally by protecting
friendly critical vulnerabilities and attacking
enemy critical vulnerabilities.

Course of Action Development

During COA development, planners use the mis-
sion statement, commander’s intent, and com-
mander’s planning guidance to develop the
COAs. Each prospective COA is examined to
ensure that it is suitable, feasible, acceptable, dis-
tinguishable, and complete with respect to the
current and anticipated situation, mission, and
commander’s intent.

Planning started during mission analysis will con-
tinue in COA development. The IPB products
requested and developed will be reviewed for
applicability with the commander’s planning
guidance. As necessary, IPB products will be
modified and updated. As new information is
received, CCIRs may be revised and additional
requirements submitted.

IO cell planning efforts will continue to be
closely linked with those of the OPT. To assist
the OPT, the 1O cell may graphically display
friendly and enemy IO assets as well as enemy
C2 links and nodes to allow the planners to see
the current and projected capabilities of both
friendly and enemy forces. In coordination with
the red cell and the G-2, the 10 cell will conduct
nodal analysis to assess relative 10 capabilities
and provide the OPT with an understanding of
the strengths and weaknesses of both friendly and
enemy forces. The 1O cell will conduct an assess-
ment of friendly vulnerabilities to enemy 10
actions. The 10 cell will also continue to refine
its analysis of the enemy COG to determine the
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critical enemy vulnerabilities most susceptible to
I10. The refined COGs and critical vulnerabilities
are used in the development of the initial COAs.

The 10 cell will closely follow the development
of the OPT COAs to ensure that the IO concept
of support adequately supports these COAs. The
10 cell may formulate an 10 concept of support
that will identify 10 actions to be implemented
regardless of the eventual COA that is adopted.
In addition, the IO cell may create a concept of
support for every COA developed by the OPT.
Just as every COA will have to meet the OPT’s
criteria for suitability, feasibility, acceptability,
distinguishability, and completeness, the 10 cell
must ensure that the IO concept of support can
pass similar review. Each 10 concept of support
must address the following:

What IO tasks will be accomplished?
Who (IO assets) will execute the tasks?
When will the IO tasks occur?

Where will the 10O tasks occur?

Why is each IO task required?

How will the MAGTF employ the 10 capabili-
ties to accomplish the tasks, and how is the IO
concept nested with the higher headquarters’
10 plan?

At the conclusion of COA development, the OPT
or 10 cell should have developed the following:

e An overall 10 concept.

e An IO concept of support for each COA.

e Recommendations for the commander’s war-
gaming guidance and evaluation criteria.

e Updated IO associated IPB products.

e Input to the COA graphic and narrative.

e An initial staff estimate for IO with additional
asset requirements identified as appropriate.

Course of Action War Game

COA wargaming may involve a detailed assess-
ment of each COA relative to the enemy and the
battlespace. Each friendly COA is wargamed

against selected threat COAs. COA wargaming
assists the planners in identifying strengths and
weaknesses, associated risks, and asset shortfalls
for each friendly COA. COA wargaming will
also identify branches and potential sequels that
may require additional planning. Short of actually
executing the COA, COA wargaming provides
the most reliable basis for understanding and
improving each COA.

The 10 cell participates fully in the COA war
game. Its objective in the war game is to refine and
validate both the overall IO concept of support as
well as the specific 10 concepts of support for each
COA. The IO actions are integrated into the COA
war game in an interactive process to determine
the impact on both friendly and enemy capabili-
ties. The 10 cell should observe and record the
advantages and disadvantages of each COA and
the capability of 10 to support each. It should also
identify possible branches and potential sequels in
the 10 concept for further planning.

At the conclusion of the COA war game, the 10
cell reviews its planning products and refines
them to support the next step in the MCPP. These
planning products include the following:

e Updated IPB products.
e Refined staff estimate for 10.
e Refined CCIRs.

e Task organization and asset shortfalls for IO
resources.

e 1O input to COA synchronization matrix.

Course of Action Comparison and Decision

In COA comparison and decision, the com-
mander evaluates all friendly COAs against his
established criteria, then against each other, and
then selects the COA that will best accomplish
the mission.

As appropriate, the IO cell may provide additional
comparison criteria directly relevant to 1O that
may assist the commander in his decision. The 10
results from the COA war game may be briefed as
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a separate, supporting concept by the 10 cell or
presented by the OPT as an element of the overall
plan. In any event, the 10 cell is responsible for
ensuring that the impact and anticipated effect of
10O actions upon the enemy for each COA, and the
relative merit of each COA from an IO perspec-
tive are provided to the commander.

Orders Development

During orders development, the staff takes the
commander’s COA decision, mission statement,
commander’s intent, and guidance, and develops
orders to direct the actions of the unit. Orders
serve as the principal means by which the com-
mander expresses his decision, commander’s
intent, and guidance.

The 10 cell is responsible for taking the overall
10 concept of support and the concept of sup-
port specific to the COA selected by the com-
mander and turning them into appropriate
sections of the OPORD under the direction of
the MAGTF IO officer. Although the bulk of 10
will be contained in Annex C, Operations,
Appendix 3, IO can also be addressed in vari-
ous other sections of the OPLAN. During orders
reconciliation and crosswalk, the 10 cell may be
called upon to review the IO sections of the
orders, identify gaps in planning or discrepan-
cies, and provide corrective action. IPB products
to support orders development are finalized. If
fragmentary orders are issued, then the 10 cell
will ensure that appropriate instructions are
given to 1O capable units.

10 must effectively support combat operations.
To achieve this, the IO plan must be developed
early, it must be fully integrated into the overall
operational plan, and it must be continually
updated in view of changes in the operational sit-
uation. IO must be coordinated at all levels.

Just as detailed analysis is the basis for effective
10 planning, operational synchronization and
timing are the basis for effective 1O execution.
Thorough OPORD development is essential.

MCWP 3-40.4

Because 10 is multi-disciplined, it is found in vari-
ous portions of the MAGTF OPORD. See also
CJCSM 3122.03, Joint Operation Planning and
Execution System Volume II, Planning Formats
and Guidance. The disciplines of 10 are included
as tabs to the Appendix 3 (I0) to the OPORD and
in the OPORD annexes for communication and
information systems, PA, CMO, information man-
agement, and special technical operations.

Transition

Transition is the orderly handover of a plan or
order as it is passed to those tasked with execu-
tion of the operation. It provides those who will
execute the plan or order with the situational
awareness and rationale for key decisions neces-
sary to ensure there is a coherent shift from plan-
ning to execution.

The 10 cell remains intact during the transi-
tion from planning to execution, and continues
to support both current and future operations.
The IO cell assists in the transition briefings
for the remainder of the staff and subordinate
commands to ensure that the 10 portions of the
order are known and understood. If drills are
held, then the 1O cell will assist as necessary.
Finally, during the confirmation brief, the IO
cell will ensure that the IO capable units
address their tasked 1O actions as part of their
overall plan to identify any remaining discrep-
ancies or gaps in planning.

Transitioning from Planning
to Battle Rhythm

Having completed the MCPP steps and arrived at
an executable COA, the MAGTF will be chal-
lenged to monitor the execution of the 1O plan
and make changes consistent with evolving oper-
ations. The IO planning process is useful in pro-
viding 10 support to the steps of the MCPP (see
figure 2-3 on page 2-10), defensive, and informa-
tional 10 planning, and can help the MAGTF to
develop the essential building blocks as follows:
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e Stated 1O goals and objective (based on desired
operational effect).

e An IO synchronization matrix that links mutu-
ally supporting IO actions. See appendix B.

e An integrated target list.

e Approved messages and themes to guide per-
ception management activities.

These building blocks help sustain on-going 10.
Sustained 1O are supported by the MAGTF
intelligence cycle, BDA cycle, targeting cycle,
and the MAGTF operations battle rhythm.

Taken together, these processes allow the
MAGTF to gather and analyze information
(intelligence cycle), assess the functional capa-
bility (or destruction) of enemy C2 nodes (BDA
cycle), re-attack as necessary to maintain sup-
pression of enemy C2 (targeting cycle), and
modify and issue changes to on-going plans
(operations battle rhythm). It is the integration
of these cycles that determines the daily 1O bat-
tle rhythm. The logical transition from IO plan-
ning to the 10 battle rhythm is illustrated in
figure 2-4 on page 2-10.
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CHAPTER 3
INFORMATION OPERATIONS CAPABILITIES

“The means of war is force, applied in the form
of organized violence. It is through the use of vio-
lence, or the credible threat of violence, that we
compel our enemy to do our will.”

MCDP 1, Warfighting

Overview

10 are multi-disciplined and a variety of ele-
ments must be employed together within an inte-
grated strategy. Some of these elements are more
offensive, defensive or informational in nature,
but it is their integration into the concept of oper-
ation that ensures successful employment of 10
in support of the MAGTF.

10 include all action taken to affect enemy infor-
mation and information systems while defending
friendly information and information systems. 1O
are focused on the adversary’s key decisionmak-
ers. IO are conducted during all phases of an
operation, across the range of military opera-
tions, and at every level of war.

Information warfare (IW) is the conduct of 10
during a time of crisis or conflict to achieve or
promote specific objectives over a specific adver-
sary. There is no other difference in scope or
method between IW and IO.

Integration of 10 is an essential part of MAGTF
operations in expeditionary and joint environ-
ments. IO can mitigate the effects crisis and can
help prevent or resolve conflict. When deter-
rence fails, IO help Marines win in war by pro-
viding essential protection and enhancing the
effective use of force. IO enhance the operational

capability of the MAGTF through employment of
a wide range of organic capabilities, e.g., EW,
OPSEC, deception, CMO, IA, PA) and by lever-
aging joint capabilities, e.g., PSYOP.

Deception

Description

Military deception targets enemy decisionmakers
by targeting their intelligence collection, analysis,
and dissemination systems. Deception requires a
thorough knowledge of adversaries and their
decisionmaking processes. Military deception is
focused on achieving a desired behavior, not sim-
ply to mislead. The purpose is to cause adversar-
ies to form inaccurate impressions about friendly
force capabilities or intentions by feeding inaccu-
rate information through their intelligence collec-
tion or information assets. The goal is to cause
the adversary to fail to employ combat or sup-
port units to their best advantage.

Military deception operations depend on an inte-
grated effort by all warfighting functions to cre-
ate a believable story. Intelligence operations
identify appropriate deception targets, assist in
developing a credible story, identify and focus on
appropriate targets, and assess the effectiveness
of the military deception plan. Military deception
operations are a powerful tool, but are not with-
out cost. Forces and resources must be committed
to the deception effort to make it believable, pos-
sibly to the short-term detriment of some other
aspects of the operations. Feasible COAs rejected
during planning can be particularly effective as
the basis for military deception operations.
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Definition

Military deception operations are actions exe-
cuted to deliberately mislead adversary military
decisionmakers as to friendly military capabili-
ties, intentions, and operations, thereby causing
the adversary to take specific actions (or inac-
tions) that will contribute to the accomplishment
of the friendly mission. The five categories of
military deception are as follows (JP 1-02,
Department of Defense Dictionary of Military
and Associated Terms):

e Strategic military deception. Military decep-
tion planned and executed by and in support of
senior military commanders to result in adver-
sary military policies and actions that support
the originator’s strategic military objectives,
policies, and operations.

e Operational military deception. Military
deception planned and executed by and in sup-
port of operational-level commanders to result
in adversary actions that are favorable to the
originator’s objectives and operations. Opera-
tional military deception is planned and con-
ducted in a theater of war to support campaigns
and major operations.

e Tactical military deception. Military deception
planned and executed by and in support of tac-
tical commanders to result in adversary actions
that are favorable to the originator’s objectives
and operations. Tactical military deception is
planned and conducted to support battles and
engagements.

e Service military deception. Military deception
planned and executed by the Services that per-
tain to Service support to joint operations. Ser-
vice military deception is designed to protect
and enhance the combat capabilities of Service
forces and systems.

e Military deception in support of operations secu-
rity. Military deception planned and executed by
and in support of all levels of command to sup-
port the prevention of the inadvertent compro-
mise of sensitive or classified activities,

capabilities, or intentions. Deceptive OPSEC
measures are designed to distract foreign intelli-
gence away from, or provide cover for, military
operations and activities.

Types of Deception Operations

A deception operation may contain one or
more of the following: a feint, demonstration,
ruse or display.

e A feint is a limited objective attack that
involves contact with the enemy. A feint is
conducted for the purpose of deceiving the
adversary as to the location and/or time of the
actual main offensive action. Feints may: (1)
vary in size from a raid to a supporting attack,
(2) occur before, during, or after the main
attack, and (3) may be independent of the main
effort. Feints may be employed to cause the
enemy to react in one of three predicable ways:
employ his reserves improperly, shift his sup-
porting fires, and reveal his defensive fires.

e A demonstration is an attack or show of force
on a front where a decision is not sought, made
with the aim of deceiving the enemy. A dem-
onstration differs from a feint in that no contact
with the enemy is intended.

e A ruse is a trick of war to place false informa-
tion in the enemy’s hand. Ruses are generally
single, deliberate actions. It may be necessary
to group several ruses together to ensure credi-
bility of a deception story. Ruses are extremely
susceptible to detection because of inconsis-
tency and may present the enemy with a wind-
fall of information that he is inclined to reject.

e A display is a static portrayal of an activity
force or equipment intended to deceive the
enemy’s visual observation. Displays are simu-
lations, disguises or portrayals that project to
the enemy the appearance of objects that do not
exist or appear to be something else. Displays
include simulations, disguises, decoys, and
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dummies. They may include the use of heat,
smoke, electronic emissions, false tracks, and
fake command posts.

Deception in Support of the Offense

The adversary commander is the target for mili-
tary deception in support of the offense. Goals
may include the following:

e Achieve surprise.

e Preserve friendly forces, equipment, and instal-
lations from destruction.

e Minimize a physical advantage the enemy may
have.

e Gain time.

e Cause the adversary to employ forces, includ-
ing intelligence, in ways that are advantageous
to the MAGTF.

e Cause the adversary to reveal strengths, dispo-
sitions, and future intentions.

e Influence the adversary’s intelligence collec-
tion and analytical capability.

e Condition the adversary to particular patterns
of friendly behavior that can be exploited at a
time chosen by the MAGTF.

e Cause the adversary to waste combat power
with inappropriate or delayed actions.

Deception in Support of the Defense

Military deception can help protect the MAGTF
from adversary offensive 10 efforts. Deception
that misleads an adversary about friendly C2
capabilities or limitations contributes to friendly
protection. An adversary commander who is
deceived about friendly C2 capabilities and limi-
tations may be more likely to misallocate
resources in his effort to attack or exploit friendly
C2 systems.

Operations Security and Deception

OPSEC and deception have much in common.
Both require the management of indicators.
OPSEC is used to deny information. OPSEC
seeks to limit an adversary’s ability to detect or
derive useful information from his observations
of friendly activities. Deception is used to feed
information. Deception seeks to create or
increase to the likely detection of, certain indica-
tors that the enemy can observe and that will
cause an adversary to derive an incorrect conclu-
sion. In short, OPSEC is used to hide the real and
deception is used to show the fake.

The Deception Planning Process

See also JP 3-58, Joint Doctrine for Military
Deception.

Step 1. Deception Mission Analysis

Deception mission analysis is conducted as part
of overall mission analysis that is performed by
the MAGTF following receipt of a new mission.

Step 2. Deception Planning Guidance

After mission analysis, the commander issues
planning guidance to the staff. In addition to
other planning guidance, the commander states
the deception objective for the operations.

Step 3. Staff Deception Estimate

e The deception estimate is conducted as part of
the operations estimate.

e Deception COAs are developed that restate the
deception objective, identify the deception tar-
get and desired perception, and outline a decep-
tion story with potential deception means.

e COA strengths and weaknesses are analyzed.
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Step 4. Commander’s Deception Estimate

The MAGTF commander selects an operational
deception COA for OPLAN development and
issues any additional guidance.

Step 5. Deception Plan Development

Developing the complete deception plan is the
most time-consuming part of the deception plan-
ning process. The five major actions in this step
are as follows:

e Complete the deception story.
e Identify the deception means.

e Develop the event schedule.

o Identify feedback channels.

e Develop the termination concept.

Step 6. Deception Plan Review and Approval

The MAGTF commander reviews and approves
the completed deception plan as part of the normal
OPLAN review and approval process. Need-to-
know criteria remain in effect and only a limited
number of personnel will participate in this step.

Special Considerations for Deception Planning

Classification

Due to the sensitive nature of deception opera-
tions, deception planning is restricted to those
personnel who have a strict need-to-know.
Deception operations depend on the knowledge
and utilization of enemy intelligence collection
systems to deliver a deception story to an adver-
sary. Compromise of friendly knowledge of
enemy intelligence systems would be harmful
and could have far-reaching strategic and opera-
tional effects.

Unintended Effects

Third parties, e.g., neutral or friendly forces not
aware of the deception, may receive and act upon
deception information that is intended for the

enemy. Deception planners should minimize the
risk to other parties.

Responsibilities

The G-3/S-3 has primary responsibility for
deception. Normally, a deception officer is
appointed and is responsible to the G-3/S-3 for
deception planning and oversight.

Deception and the Operation Order

Tab A to Appendix 3 (I0) of Annex C (Opera-
tions) of the OPORD is the deception tab. This
tab implements the recommended COA for
deception. It details the specific deception tasks
to be performed and specifies coordinating
instructions for the control and management of
deception missions.

Electronic Warfare

Definitions

Electronic Warfare

Electronic warfare is any military action involv-
ing the use of electromagnetic and directed
energy to control the electromagnetic spectrum or
the attack the enemy. The three major subdivi-
sions within EW are: electronic attack (EA), elec-
tronic protection (EP), and electronic warfare
support (ES). (JP 1-02)

Electronic Attack

Electronic attack is that division of EW involv-
ing the use of electromagnetic energy, directed
energy, or antiradiation weapons to attack per-
sonnel, facilities, or equipment with the intent of
degrading, neutralizing, or destroying enemy
combat capability and is considered a form of
fires. EA includes: (1) actions taken to prevent
or reduce an enemy’s effective use of the elec-
tromagnetic spectrum, such as jamming and
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electromagnetic deception, and (2) employment
of weapons that use either electromagnetic or
directed energy as their primary destructive
mechanism (i.e., lasers, radio frequency weap-
ons, particle beams). (JP 1-02)

Electromagnetic Jamming

Electromagnetic jamming is the deliberate radia-
tion, reradiation, or reflection of electromagnetic
energy for the purpose of preventing or reducing
an enemy’s effective use of the electromagnetic
spectrum, and with the intent of degrading or neu-
tralizing the enemy’s combat capability. (JP 1-02)

Electromagnetic Deception

Electromagnetic deception is the deliberate radi-
ation, reradiation, alteration, suppression,
absorption, denial, enhancement, or reflection of
electromagnetic energy in a manner intended to
convey misleading information to an enemy or
to enemy electronic-dependent weapons,
thereby degrading or neutralizing the enemy’s
combat capability. (JP 1-02) Among the types of
electromagnetic deception are: manipulative
electromagnetic deception, simulative electro-
magnetic deception, and imitative electromag-
netic deception.

Directed-Energy Weapon

Directed-energy weapon is a system using
directed energy primarily as a direct means to
damage or destroy enemy equipment, facilities,
and personnel. (JP 1-02)

Antiradiation Missile

An antiradiation missile is a missile which homes
passively on a radiation source. (JP 1-02) These
missiles use the electromagnetic emissions of a
target for terminal guidance.

Electronic Protection

Electronic protection is that division of EW
involving passive and active means taken to pro-
tect personnel, facilities, and equipment from any
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effects of friendly or enemy employment of EW
that degrade, neutralize, or destroy friendly com-
bat capability. (JP 1-02)

Electronic Warfare Support

ES is that division of EW involving actions
tasked by, or under direct control of, an opera-
tional commander, to search for, intercept, iden-
tify, and locate or localize sources of intentional
and unintentional radiated electromagnetic
energy for the purpose of immediate threat recog-
nition, targeting, planning and conduct of future
operations. Thus, ES provides information
required for decisions involving electronic war-
fare operations and other tactical actions such as
threat avoidance, targeting, and homing. ES data
can be used to produce signals intelligence, pro-
vide targeting for electronic or destructive attack,
and produce measurement and signature intelli-
gence. (JP 1-02)

Marine Corps Electronic Warfare Organizations

The Marine Corps has two types of EW units: the
radio battalion (RadBn) and the Marine tactical
electronic warfare squadron (VMAQ).

The RadBn provides COMSEC monitoring, tacti-
cal signals intelligence (SIGINT), EW, and spe-
cial intelligence (SI) communications support to
the MAGTF. The two radio battalions are 1st
RadBn located at Kaneohe Bay, HI, and 2d
RadBn located at Camp Lejeune, NC. The role
and structure of the RadBn continue to evolve
with digital network exploitation emerging as a
critical functional area. Additionally, the 3d
RadBn is planned for activation in Camp Pendle-
ton, CA, during FY04.

VMAQs provide EW support to the MAGTF and
other designated forces. The VMAQ conducts tac-
tical jamming to prevent, delay or disrupt the
detection and tracking of enemy early warning,
acquisition, fire or missile control, counterbattery,
and battlefield surveillance radars. Tactical jam-
ming also denies or degrades enemy communica-
tion capabilities. In addition, the VMAQ conducts
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electronic reconnaissance and electronic intelli-
gence operations. There are four VMAQs (desig-
nated VMAQ-1 through VMAQ-4) assigned to
MAG-14, 2d MAW, Cherry Point, NC. Each
squadron has five EA-6B Prowler aircraft.

Responsibilities

EW is the responsibility of the G-3/S-3. An EWO
is normally appointed who is responsible for
planning, coordinating, and tasking EW opera-
tions and activities. Other responsibilities include
the following:

e Coordinate with the G-2/S-2 to establish pri-
orities between EW and signals intelligence
missions.

e Coordinate with the G-6/S-6 to facilitate maxi-
mum use of the electromagnetic spectrum
through electronic protection and minimizing
electromagnetic interference.

The Electronic Warfare Coordination Cell/
Information Operations Cell

The electronic warfare coordination cell (EWCC)
is a dedicated EW planning cell that may be
established to coordinate EW activities. The 1O
cell may perform functions of the EWCC if one
is established.

The MAGTF commander will normally plan,
synchronize, coordinate, and de-conflict EW
operations through the EWCC or an 10 cell.
Each facilitates coordination of EW operations
with other fires and communications and infor-
mation systems. These centers coordinate efforts
by the G-2/S-2, G-3/S-3, and G-6/S-6 to elimi-
nate conflicts between battlespace functions. The
EWCC or 10 cell is under staff cognizance of the
G-3/S-3. Assigned personnel identify and resolve
potential conflicts in planned operations. The
EWCC or IO cell includes an EWO, a communi-
cations and information systems representative,
and other liaison officers as needed. Liaison
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could include RadBn representation, airborne
electronic countermeasures officers, a Marine air
control group radar officer, and other Service
representatives.

MAGTF staffs will provide personnel to incorpo-
rate an EWCC or 1O cell with the Marine Expedi-
tionary Force (MEF) G-3/S-3. Personnel will also
be provided for liaison teams to higher headquar-
ters EW coordination organizations when required,
such as the joint commander’s electronic warfare
staff (JCEWS) or JTF 10 cells created by JTFs.

Electronic Warfare and the Operation Order

Tab B to Appendix 3 (IO) of Annex C (Opera-
tions) of the OPORD is the EW tab. It details
specific EW tasks to be performed and specifies
coordinating instructions for the control and man-
agement of EW missions.

Specific instructions for SIGINT is contained in
Appendix 2 to Annex B (Intelligence). Defensive
information warfare operations (IW-D) are con-
tained in Tab G to Appendix 3 (I0) Oto Annex C
(Operations). IA activities are contained in
Appendix 1 to Annex K (Communication and
Information Systems).

Operations Security

Description

OPSEC is the key to information denial. It gives
the commander the capability to identify indica-
tors that can be observed by adversary intelligence
systems. These indicators could be interpreted or
pieced together to derive critical information
regarding friendly force dispositions, intent, and/or
COA s that must be protected. The goal of OPSEC
is to identify, select, and execute measures that
eliminate or reduce indications and other sources
of information, which may be exploited by an
adversary, to an acceptable level.
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Definition

OPSEC is a process of identifying critical infor-
mation and subsequently analyzing friendly
actions attendant to military operations and other
activities to (1) identify those actions that can be
observed by adversary intelligence systems; (2)
determine indicators that hostile intelligence sys-
tems might obtain that could be interpreted or
pieced together to derive critical information in
time to be useful to adversaries; and (3) select
and execute measures that eliminate or reduce to
an acceptable level the vulnerabilities of friendly
actions to adversary exploitation. (JP 1-02)

Operations Security in Support of the Offense

Although primarily associated with defensive
measures, OPSEC contributes to the offense by
depriving the enemy of information—slowing the
enemy’s decision cycle thereby providing oppor-
tunity attainment of friendly objectives.

Operations Security in Support of the Defense

The overall goal of OPSEC is denial and the
establishment of essential secrecy. The key ele-
ment that OPSEC protects is the commander’s
concept of operation. A good OPSEC plan
denies information to the enemy intelligence
system, reducing its ability to orient combat
power against friendly operations.

The Operations Process

OPSEC planning is accomplished through the
OPSEC process. The OPSEC process has the
following five distinctive steps that provide a
framework for the systematic identification,
analysis, and protection of information neces-
sary to maintain essential secrecy. (See JP 3-54,
Operations Security)

e Identification of critical information.

e Analysis of threats.

e Analysis of vulnerabilities.

e Assessment of risk.

e Application of appropriate OPSEC measures.

Responsibilities

The G-3/S-3 has primary responsibility for
OPSEC. Normally, an OPSEC officer is
appointed and is responsible to the G-3/S-3 for
OPSEC planning and oversight. In joint opera-
tions, an OPSEC working group may be estab-
lished to recommend OPSEC measures,
coordinate or conduct OPSEC surveys, and write
the OPSEC portion of the OPORD.

Operations Security Support Agencies

Counterintelligence/Human Intelligence Teams

Cl/human intelligence (HUMINT) teams perform a
wide range of duties such as security briefings,
countersabotage, counterespionage, and countersur-
veillance inspections. CI measures enhance security,
aid in reducing risks to a command, and are essen-
tial in achieving operational surprise during mili-
tary operations. CI can provide a significant
contribution to a unit’s OPSEC program. CI person-
nel can support a command’s OPSEC program by
the following:

e ClI surveys.
Physical security evaluations.
Security inspections.

°
°
e Vacated command post inspections.
e Penetration inspections.

°

Security education.

There is a CI/HUMINT company located within
the intelligence battalion. (See MCWP 2-14,
Counterintelligence)

Imagery Interpretation Platoon

These units interpret overhead imagery and
explain the signature that a unit reveals to adver-
sary imagery systems. This type of product
requires coordination through the G-2/S-2 and
sufficient lead-time to obtain. A comprehensive
OPSEC plan would ideally incorporate friendly
imagery support to assist in the maintenance and
improvement of OPSEC measures.
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Naval Criminal Investigative Service

The Naval Criminal Investigative Service (NCIS)
operates a worldwide organization to fulfill the
investigative and CI responsibilities of the
Department of the Navy. Within this charter, the
NCIS has exclusive jurisdiction in matters
involving actual, potential or suspected espio-
nage, sabotage, and subversion including defec-
tion. In a combat environment, this CI
jurisdiction is assigned to Marine CI, assuming
that NCIS assets are not locally available.

Operations Security and the Operation Order

Tab C (OPSEC) to Appendix 3 (IO) of Annex C
(Operations) of the OPORD is the OPSEC tab.
This tab implements the recommended COA for
OPSEC. It details specific OPSEC tasks to be per-
formed and specifies coordinating instructions for
the control and management of OPSEC tasks.

Psychological Operations

Description

At the strategic level, PSYOP may take the form
of political or diplomatic positions, announce-
ments or communiques. At the operational level,
PSYOP can include the distribution of leaflets,
radio and television broadcasts, and other means
of transmitting information that provides infor-
mation intended to influence a selected group. It
may be used to encourage enemy forces to
defect, desert, flee, surrender or take any other
action beneficial to friendly forces. At the tacti-
cal level, PSYOP include face-to-face contact
and the use of loudspeakers or other means to
deliver PSYOP messages. PSYOP shape atti-
tudes and influence behavior. The mere pres-
ence of Marine Corps forces may be a PSYOP
activity in itself, bringing influence on a situa-
tion through a display of purpose. PSYOP may
support military deception operations.
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Definition

Psychological operations are planned operations
to convey selected information and indicators to
foreign audiences to influence their emotions,
motives, objective reasoning, and ultimately the
behavior of foreign governments, organizations,
groups, and individuals. (JP 1-02). See also
MCWP 3-40.6 (formerly FMFM 3-53), Psycho-
logical Operations.

Psychological Operations Integration

PSYOP is only one of the means available to
influence enemy attitudes and behaviors. 1O
must broadly coordinate PA (the delivery of the
truth), OPSEC (protection of friendly critical
information), concealment and deception (cre-
ation of misleading perceptions), along with
PSYOP (influencing people by conveying
selected information).

Organization

The Marine Corps has no dedicated PSYOP
units. If requested, external PSYOP support may
be provided by the US Army’s 4th Psychological
Operations Group (POG).

Employment

During peacetime, PSYOP activities that sup-
port combatant commanders take the form of
overt peacetime PSYOP programs. These pro-
grams are proposed by combatant commanders
through the chairman of the joint chiefs of staff
who, in turn, refers them to the assistant secre-
tary of defense for special operations and low
intensity conflict for review and approval. Dur-
ing contingencies, a PSYOP concept plan that is
broad in scope is forwarded from the combatant
commander to the joint staff for approval of
overarching themes, objectives, and guidance,
but not products. Once the concept plan is
approved, a more detailed theater PSYOP plan
is developed.
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Approval authority for PSYOP may be main-
tained by the combatant commander or the
JFC. MAGTF PYSOP actions must comple-
ment and support ongoing theater and joint
force PSYOP activities.

The MAGTF will not normally identify, plan or
execute complex PSYOP; e.g., those requiring
detailed theme development, intricate target anal-
ysis or the use of sophisticated media. These mis-
sions will typically be conducted by external
PSYOP units; e.g., US Army 4th POG, US Navy
Fleet Tactical Readiness Group, US Air Force
193d Special Operations Group. However, the
MAGTF commander is responsible for providing
PSYOP support and conducting tactical PSYOP
(primarily through words and actions) in support
of the MAGTF’s mission. The presence and
actions of Marines on the battlefield has an inher-
ent psychological impact on the enemy. Marines
execute observable actions that support psycho-
logical objectives.

The enemy is likely to employ PSYOP to influ-
ence the local populace, attempt to weaken the
political and military will of US forces, and
degrade the US and world community support
for military action. MAGTF counteractions
should be tailored to limit the enemy’s opportu-
nities to exploit the presence of Marines and
their actions for PSYOP purposes. Behavior may
generate either negative or positive support from
the local population. Detailed knowledge of the
host nation’s culture and individual self-disci-
pline is required.

PSYOP may be integrated as a nonlethal fire sup-
port asset. PSYOP is planned by the G-3/S-3 and
coordinated with PA and CMO.

Responsibilities

Overall responsibility for the conduct of PSYOP
falls under the cognizance of the G-3/S-3. A
PSYOP officer is provided for at the MEF G-3
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future operations section. If not on-hand within
the MAGTF, a PSYOP officer may be appointed
to provide control and management of the
PSYOP effort and to meet liaison requirements.

Psychological Operations Support Agencies

Contingency operations that require the activa-
tion of a JTF normally require the formation of a
joint PSYOP task force (JPOTF). When estab-
lished, the JPOTF is responsible for planning and
supervising the joint PSYOP effort. The JPOTF
is subordinate to the combatant commander or
the JTF J-3. Liaison between Marine units serv-
ing as the Marine Corps force component of the
JTF and the JPOTF is required.

The Army has the preponderance of PYSOP
assets within the Department of Defense (DOD).
There is one active component POG (4th POG, Ft
Bragg, NC) with a worldwide capability and
three reserve component POGs. A MAGTF serv-
ing as a JTF could result in 4th POG directly sup-
porting the MAGTF.

The Air Force’s 193d special operations group of
the Pennsylvania National Guard flies the EC-
130E Volant Solo. It provides an airborne radio
and TV broadcast capability.

The Navy’s fleet tactical readiness group pro-
vides equipment and technical maintenance sup-
port to conduct civil radio broadcasts and jam
within radio frequency bands.

Psychological Operations and
the Operation Order

Tab D (PSYOP) of Appendix 3 (IO) to Annex C
(Operations) of the OPORD is the PSYOP Tab.
This tab implements the recommended COA for
PSYOP. It details specific PSYOP tasks to be per-
formed and specifies coordinating instructions for
the control and management of PSYOP missions.
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Computer Network Operations

Description

The three basic elements of C2 are information
management, people, and C2 support. CNO sup-
port C2 by facilitating the decisionmaking pro-
cess by providing communication and
information systems that are reliable, secure,
timely, and flexible. CNO protect information
and information processes through computer net-
work defense and IA activities. CNO may also be
used to attack or exploit an adversary’s informa-
tion systems through computer network attack or
exploitation. The Marine cryptologic support bat-
talion or the RadBn may be tasked to support
CNO activities. While the MAGTF does not have
a computer network attack (CNA) force, it must
be aware of available joint capabilities. Addition-
ally, the MAGTF must be prepared to defend
against the CNA threat posed by the adversary.
Additional guidance on CNA is available in the
classified appendix A (“Supplemental Informa-
tion Operations Guidance™) to JP 3-13, Joint
Doctrine for Information Operations.

Definitions

CNO are comprised of CNA, computer network
defense (CND), and related computer network
exploitation (CNE) enabling operations. (Director
of Central Intelligence Directive [DCID] 7/3)

Computer Network Attack

Computer network attack is operations to disrupt,
deny, degrade, or destroy information resident in
computers and computer networks, or the comput-
ers and networks themselves. (JP 1-02)

Computer Network Defense

Computer network defense is defensive measures
to protect and defend information, computers,
and networks from disruption, denial, degrada-
tion, or destruction. (JP 1-02)
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Computer Network Exploitation

Computer network exploitation is intelligence
collection and enabling operations to gather data
from target or adversary automated information
systems (AIS) and networks. (DCID 7/3)

Responsibilities

CNO encompass a broad range of mutually sup-
porting staff functions. Key staff elements include
the MAGTF G-2/S-2, G-6/S-6, and G-3/S-3. Addi-
tionally, the MAGTF information management
officer, information security manager, special
security officer, and information systems security
officer perform important supporting functions.

Operation Order

Several appendices of the OPORD relate to
CNO: Appendix 1 (Information Systems Secu-
rity) to Annex K (Communication and Informa-
tion Systems) and Appendix 2 (IW-D) to Annex
K. Annex B, Intelligence of the OPORD is the
basic intelligence annex and contains elements
related to CNE; i.e., Tab A (Communications
Intelligence Collection Requirements) to Appen-
dix 2 (Signals Intelligence).

Physical Attack

Description

Physical attack applies friendly combat power
against the enemy. It reduces enemy combat
power by destroying enemy forces, equipment,
installations, and networks. Within 1O, physical
destruction is the tailored application of combat
power to achieve desired operational effects.

ROE play a major role in determining if destruc-
tion is a viable option during a particular phase of
the operation. Target planners may use physical
destruction against both the C2 portions of the
enemy’s C2 system. However, the enemy may be
able to recover from physical destruction given
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sufficient time, resources, and redundancy. Plan-
ners should have some preplanned measure of
effectiveness to judge the results of physical
destruction, and be prepared to monitor targets
after attack to determine their operational status.
Critical enemy C2 nodes identified as effectively
reconstituted should be considered for re-attack if
analysis determines that they are still operation-
ally effective. 10 integration with the BDA cycle
is essential.

As an integrated part of 10, physical attack con-
siders the systematic degradation or destruction
of selected enemy C2 systems to allow the
MAGTF to gain an informational advantage. C2
nodes must be functionally destroyed. A C2 node
may be operational despite cosmetic structural
damage. The enemy may also be able to reconsti-
tute C2 nodes and re-establish effective C2 via
alternate means. C2 targets may need to be
attacked in depth to achieve desired effects. Re-
strike may be required to maintain suppression of
enemy C2.

The total destruction of the hostile C2 system
may not be attainable or desirable. Friendly
forces may need to use enemy C2 systems dur-
ing the post-conflict phase of military operations.
The careful selection and prioritization of C2
physical destruction targets build the strongest
case when competing against other type missions
for weapons and delivery platforms. See also
MCWP 3-16, Fire Support Coordination in the
Ground Combat Element.

Definition

Physical attack is defined as the application of
combat power to destroy or neutralize enemy
forces and installations. It includes direct and
indirect fires from ground, sea, and air platforms.
It also includes direct actions by special opera-
tions forces.

Target Nomination

10 planners should use the nomination and
review process to ensure that [O-related targets
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are included on the target list. Above all, 1O tar-
gets must be presented as a cohesive, integrated,
and relevant target set that supports operational
requirements. For example, when planning sup-
pression of enemy air defenses, strikes against
enemy C2 systems should be coordinated with
strikes against enemy EW systems and command
authorities. Alternatively, if planning to isolate
enemy forces, strikes against C2 systems and
information systems should be coordinated with
strikes against lines of communication.

Nodal Analysis

10 planners should conduct a nodal analysis of
enemy C2 systems prior to nominating targets.
C2 targets should be selected based on their criti-
cality to the enemy and the role they play in link-
ing hostile C2 systems together in a network.
Striking key nodes has greater effect than strik-
ing individual C2 elements and provides for
economy of force thus reducing sorties flown or
rounds expended and reducing friendly exposure
to hostile fire.

Intelligence Gain/Loss Analysis

Some enemy C2 elements may be of such intelli-
gence value that it is best not to destroy the tar-
get, but rather to exploit it through SIGINT or
other means. Some enemy C2 systems may pro-
vide a unique and irreplaceable source of intelli-
gence. This can only be determined by
conducting an intelligence gain/loss analysis.

No-strike Target List

Equally important to the target list is the no-strike
target list. Recommendations to this list should
include nodes identified during intelligence gain/
loss analysis. Also, those organizational or media
elements that are hostile to the enemy regime and
friendly to US forces should be identified.
Friendly radio/TV broadcast facilities may be
placed on a no-strike target list. Finally, the IO
planner should consider preserving infrastructure
that will be of value once US forces are ashore or
to support post-conflict operations.
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Timing

Physical attack should be planned to support
friendly operational maneuver. After a strike the
enemy may have only a short window of vulnera-
bility before reconstituting C2 systems or estab-
lishing alternate communication paths. Physical
attack should be timed for just before the adver-
sary critically needs a C2 function to preclude
timely reconstitution.

Feedback

BDA analysis is essential to determine effective-
ness of physical attack efforts. For enemy C2 tar-
gets, imagery provides visual cues to destruction
and should be compared with other intelligence
sources, such as SIGINT and HUMINT.

Physical Attack and the Operation Order

Tab E (Physical Attack/Destruction) of Appen-
dix 3 (I0) to Annex C (Operations) of the
OPORD is the physical attack/destruction tab.
This tab implements the recommended COA for
attack. It details specific IO-related attack tasks to
be performed and specifies coordinating instruc-
tions for the control and management of 10-
related attack missions if required.

Information Assurance

Description

Marines depend on information to plan opera-
tions, deploy forces, and execute missions.
While information and information systems
enable and enhance warfighting capabilities,
they are also vulnerable to attack and exploita-
tion and must be protected.

Definitions

IA is information operations that protect and
defend information and information systems by
ensuring their availability, integrity, authentica-
tion, confidentiality, and non-repudiation. This

includes providing for restoration of information
systems by incorporating protection, detection,
and reaction capabilities. (JP-02). IA capabilities
include information security.

Information Security

Information security is the information security
the protection of information and information
systems against unauthorized access or modifica-
tion of information, whether in storage, process-
ing or transit, and against denial of service to
authorized users. Information security includes
those measures necessary to detect, document,
and counter such threats. Information security is
composed of computer security and communica-
tions security. (JP 1-02)

Computer Security

Computer security is the protection resulting
from all measures to deny unauthorized access
and exploitation of friendly computer systems.
(JP 1-02)

Communications Security

COMSEC is the protection resulting from all
measures designed to deny unauthorized persons
information of value that might be derived from
the possession and study of telecommunications,
or to mislead unauthorized persons in their
interpretation of the results of such possession
and study. (JP 1-02) COMSEC includes cryp-
tosecurity, transmission security, emission secu-
rity, and the physical security of COMSEC
materials and information.

Defense in Depth

The primary method for protecting information
and information systems is through defense in
depth. To prevent potential breakdown of barri-
ers and invasion of the innermost (or most
valuable) part of the system, defenses must be
constructed in successive layers and safe-
guards positioned at different locations. These
different locations may include local computing
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networks, enclave boundaries, networks, and
supporting infrastructures. Use of a deliberate
risk analysis process can ensure that the most
effective defense in depth strategy is employed
given the resources available.

Education, Training, and Awareness

A key component for success in information pro-
tection is education and training of information
and information system users, administrators,
managers, engineers, designers, and require-
ments developers. Awareness heightens threat
appreciation and the importance of adhering to
protective measures. Education provides the con-
cepts and knowledge to develop appropriate tech-
nologies, policies, procedures, and operations to
protect systems. Training develops the skills and
abilities to mitigate system vulnerabilities, and
implement and maintain protected systems.

Training and Certification

Headquarters, USMC, C4 oversees the Marine
Corps IA certification program. This program is
based on the Computer Security Act of 1987
(Public Law 100-235) that requires “Each Fed-
eral agency shall provide for the mandatory peri-
odic training in computer security awareness and
accepted computer security practice of all
employees who are involved with the manage-
ment, use, or operation lof each Federal com-
puter system within or under the supervision of
that agency.”

All Marines, Marine Corps civilian employees,
and contractor personnel who perform Marine
Corps duties as system administrators will be
certified as a level 1, 2 or 3-system administra-
tor. Once all requirements have been met by the
system administrator for certification at a spe-
cific level, a “System Administrator IA Certifi-
cate” can be awarded.
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System Certification and Accreditation

All DOD information systems and networks will
be certified and accredited in accordance with
DOD Instruction (DODI) 5200.40, DOD Infor-
mation Technology Security Certification and
Accreditation Process. Certification and accredi-
tation of information systems that process top
secret sensitive compartmented information will
comply with the requirements of DCID 6/3, Pro-
tecting Sensitive Compartmented Information
within Information Systems.

Risk Management

Risk management decisions determine limits
for applying countermeasures. Risk manage-
ment includes consideration of information
needs, the value of the information at risk, sys-
tem vulnerabilities, threats posed by adversaries
and natural phenomena, and resources avail-
able for protection and defense. Once discov-
ered, procedures and actions to minimize loss
or degradation of information are also an
important part of risk management.

Responsibilities

Overall responsibility for the conduct of IA falls
under the cognizance of the G-6/S-6. Defensive
10 include other supporting functions such as
OPSEC and therefore are the responsibility of
the G-3/S-3.

Information Assurance Support Agencies

The Marine Corps Information Technology and
Network Operations Center (MITNOC) is
located in Quantico, VA. The MITNOC provides
continuous, secure, global communications; and
operational sustainment and defense of the
Marine Corps enterprise network (MCEN) for
Marine Corps forces worldwide to facilitate the
exchange of information across the defense
information infrastructure.
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The MITNOC exists to supply customer support
to the MCEN and maintains a 24/7 helpdesk.

Reporting a virus hit or a threatening attempt to
access a system is crucial. When a virus or
attempted compromise occurs, the local informa-
tion system security officer is contacted to obtain
immediate assistance. Initial reports are initiated
according to the local/regional base or station’s
guidance. At minimum, the MITNOC helpdesk is
contacted to report the incident.

The attempt on a Marine system could be part of
a larger, overall attempt to disrupt or exploit
Marine information systems, and this can only be
discovered and defended against if all attempts
are reported.

The Service computer emergency response team
for the Marine Corps is the Marine computer
emergency response team (MARCERT), which is
an element of the MITNOC located in Quantico,
VA. The MARCERT provides real-time, 24-hour
observation of the MCEN for network and host-
based intrusion incidents based upon specified
criteria. Valid incidents are analyzed from strate-
gic and operational perspectives for impact upon
the MCEN. This data is also warehoused to pro-
vide Marine force computer network defense
with usable information to perform incident pro-
filing, trend analysis, and predictive analysis. The
MARCERT provides guidance and support to
Marine Corps organizations’ vulnerability test-
ing and malicious code incident response teams.

The Joint Task Force on Computer Network Oper-
ations (JTF-CNO) serves as the focal point within
the DOD to organize a united effort to defend com-
puter networks and systems. It monitors incidents
and potential threats to DOD systems and estab-
lishes links to other federal agencies through the
National Infrastructure Protection Center. When
attacks are detected, JTF-CNO is responsible for
DOD-wide recovery operations to stop or contain

damage and restore network functions to DOD
operations. JTF-CNO is co-located with, and sup-
ported by, the Defense Information Systems
Agency (DISA) to take advantage of the existing
operational computer network capabilities of
DISA’s Global Operations and Security Center.

The Marine component to the JTF-CNO is the
Marine Corps Forces Information Network
Operations (MARFOR-INO), which is collocated
with the MITNOC at Quantico, VA. The
MARFOR-INO is responsible for the defense of
the MCEN and other Marine Corps computer
networks connected to the defense information
infrastructure from strategic computer network
attacks and other CND missions as directed by
the JTF-CNO. The MARFOR-INO is responsible
for the collection of data on CNA against the
MCEN and other Marine Corps computer
networks, formulating COAs to thwart CNAs,
coordinate and direct actions for defense, and
prioritize recovery actions.

DISA operates a program known as the DISA
Vulnerability Analysis and Assistance Program
specifically focusing on AIS vulnerability. Upon
customer request, this program collects, identi-
fies, analyzes, assesses, and resolves information
security (INFOSEC) vulnerabilities.

The National Security Agency has a COMSEC
monitoring program that focuses on telecommu-
nication systems using wire and electronic com-
munications.

The INFOSEC program management office is a
joint DISA and National Security Agency organi-
zation charged with the execution of the defense
INFOSEC program. The primary responsibility
of the joint program office is to assure the effec-
tive and coherent application to the overall
defense information system, and its individual
component parts: the defense information system
network, the defense integrated secure network,
the defense data network, the defense message
system, the interoperable tactical/strategic data
network, and the defense data centers.
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Information Assurance and
the Operation Order

Appendix 1 (Information Systems Security) to
Annex K (Communications and Information Sys-
tems) of the OPORD is the IA appendix. Defen-
sive 10 is addressed in Appendix 2 (IW-D) to
Annex K. These appendices implement the rec-
ommended COA for IA and defensive 10. They
detail specific tasks to be performed and specify
coordinating instructions for the control and man-
agement of IA and defensive 10.
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Operation Order

Tab B (Physical Security) to Appendix 15 (Force
Protection) of Annex C (Operations) of the
OPORD is the physical security tab. However,
physical security activities related to the protec-
tion of information may also be included in
Appendix 1 (Information Systems Security) or
Appendix 2 (Defensive Information Warfare) to
Annex K (Communication and Information Sys-
tems) of the OPORD.

Counterintelligence

Physical Security

Description

Physical security contributes directly to informa-
tion protection. Information, information-based
processes, and information systems—such as C4
systems, weapon systems, and information infra-
structures—are protected relative to the value of
the information they contain and the risks associ-
ated the compromise or loss of information.

Definition

Physical security is that part of security con-
cerned with physical measures designed to safe-
guard personnel; to prevent unauthorized access
to equipment, installations, material, and docu-
ments; and to safeguard them against espionage,
sabotage, damage, and theft. (JP 1-02)

Responsibilities

In general, physical security is an operations
function and is the responsibility of the G-3/S-3.
However, specific measures related to the protec-
tion of information and information systems are
developed and implemented by the G-6/S-6.

Description

The principal objective of CI is to assist with
protecting friendly forces. CI is the intelligence
function concerned with identifying and counter-
acting the threat posed by hostile intelligence
capabilities and by organizations or individuals
engaged in espionage, sabotage, subversion or
terrorism. CI enhances command security by
denying adversaries information that might be
used against friendly forces and to provide pro-
tection by identifying and neutralizing espio-
nage, sabotage, subversion or terrorism efforts.
CI provides critical intelligence support to com-
mand force protection efforts by helping iden-
tify potential threats, threat capabilities, and
planned intentions to friendly operations while
helping deceive the adversary as to friendly
capabilities, vulnerabilities, and intentions. Com-
bating terrorism makes us a less lucrative target.
CI increases uncertainty for the enemy, thereby
making a significant contribution to the success
of friendly operations. CI also identifies friendly
vulnerabilities, evaluates security measures, and
assists with implementing appropriate security
plans. Physical security reduces vulnerability.
OPSEC reduces exposure. The integration of
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intelligence, CI, and operations culminates in a
cohesive unit force protection program. See also
MCWP 2-14, Counterintelligence.

Definition

Counterintelligence is information gathered and
activities conducted to protect against espionage,
other intelligence activities, sabotage, or assassi-
nations conducted by or on behalf of foreign gov-
ernments or elements thereof, foreign
organizations, or foreign persons, or interna-
tional terrorist activities. (JP 1-02)

The Counterintelligence Process

The CI process at all levels is conducted by using
a standard methodology that consists of four
steps as follows:

e Develop a CI estimate.

e Conduct the CI survey.

e Develop the CI plan.

e Conduct CI operations and assist with imple-
mentation of CI measures.

The Counterintelligence Estimate

Included in CI estimates are known factors on
location, disposition, composition, strength,
activities, capabilities, weaknesses, and other
pertinent information. CI estimates also provide
conclusions concerning probable COAs and
future activities of these organizations, effects of
those activities on friendly COAs, and effective-
ness of friendly force CI measures. Within the
MAGTF, intelligence and CI analysts of the
MAGTF command element (CE), intelligence
battalion, and its C/HUMINT company/detach-
ment will normally prepare a tailored CI estimate
that addresses threats to the MAGTF by using an
IPB methodology that is focused on CI factors
and the CI threat. However, each level of com-
mand must conduct its own evaluation to deter-
mine which adversary’s capabilities identified in
the MAGTF CI estimate represent a threat to
their particular unit. The CI estimate must be
updated on a regular basis, and the revised esti-

mate or appropriate CI warning reports must be
disseminated to units involved in the operation.

The Counterintelligence Survey

The CI survey assesses a unit’s security posture
against the threats detailed in the CI estimate.
The CI survey should identify vulnerabilities to
specific hostile intelligence, espionage, sabotage,
subversion or terrorist capabilities and provide
recommendations on how to eliminate or mini-
mize these vulnerabilities. The survey should be
as detailed as possible. During the planning phase
of an operation, it may be possible to do a formal,
written survey. During rapid planning, the sur-
vey will likely result from a brief discussion
between the appropriate intelligence, CI, opera-
tions, communications, and security personnel. It
is critical that the survey looks ahead and sup-
ports the development of the CI measures neces-
sary for each phase of the operation.

The Counterintelligence Plan

The CI plan details the activities and operations
used to counter hostile intelligence, sabotage,
subversion, and terrorist threats. It includes pro-
cedures for detecting and monitoring the activi-
ties of hostile intelligence and terrorist
organizations and directs the implementation of
active and passive measures that are intended to
protect the force from these activities. The CI
plan is based on the threats identified in the CI
estimate and the vulnerabilities detected by the
CI survey. Included in the MAGTF CI plan are
details of the employment of dedicated CI capa-
bilities and the conduct of specialized CI opera-
tions intended to detect and neutralize or
eliminate specific threats. Plans of subordinate
MAGTF elements closely follow the MAGTF
plan, normally adding only security measures that
are applicable to their specific units.

Counterintelligence Execution

An understanding of the capability of adversarial
intelligence organizations to collect information on
evolving US technologies is critical to developing
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appropriate countermeasures. CI personnel can
obtain information from other national intelli-
gence and security organizations through liaison
arrangements. The role of CI may increase when
US military operations rely upon cooperation and
support of allies. CI personnel can assess the capa-
bilities, effectiveness, organization, and methods
of operation of allied intelligence information on
enemy intelligence, sabotage, subversive, and ter-
rorist organizations relevant to the current mis-
sion, situation, and area of operations.

Counterintelligence Measures

CI measures-both active and passive-encompass
a range of activities designed to protect against
hostile intelligence, espionage, sabotage, subver-
sion, and terrorism threats.

Responsibilities

The unit intelligence officer plans, implements,
and supervises the CI effort for the commander.
The G-2/S-2 may have access to or request sup-
port from MAGTF CI units and specialists to
assist in developing CI estimates and plans.
Members of the command are involved in execut-
ing the CI plan and implementing appropriate CI
measures. Key participants in this process and
their responsibilities include the following:

e Unit security manager: Overall integration and
effectiveness of unit security practices.

e G-3/5-3: Force protection, OPSEC, counter-
reconnaissance, and deception.

e G-6/5-6: Communications and information
systems security.

e G-1/5-1: Information and personnel security.
e Headquarters commandant: Physical security.

Operation Order

Appendix 3 (Counterintelligence) to Annex B
(Intelligence) of the OPORD is the CI appendix.
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Public Affairs

Description

The PA mission is to provide timely, accurate
information to Marines and the general public
and to initiate and support activities contributing
to good relations between the Marine Corps and
the public. PA expedites the flow of accurate and
timely information to internal and external audi-
ences. In peacetime, PA provides Marine and the
general public with information that increases
public understanding of the Marine Corps’ roles
and missions. PA efforts can have positive as
well as negative impacts within the battlespace
and the consequences of its use can have a strate-
gic effect on the mission.

The PA challenge is to get information out effec-
tively, efficiently, and honestly. Marine Corps
PA policy is to tell the truth as quickly as possi-
ble. That includes good news as well as bad. PA
informs and educates. PA must be carefully sepa-
rated from other informational efforts aimed at
manipulating perceptions. Any deviations from
the truth will destroy the credibility and effective-
ness of Marine Corps PA operations. See MCWP
3-33.3, Marine Corps Public Affairs.

Definition

Public affairs are those public information,
command information, and community rela-
tions activities directed toward both the exter-
nal and internal publics with interest in the
DoD. (JP 1-02)

Public Affairs, Psychological Operations, and
Civil-Military Operations

Coordination and staff interaction between PA,
PSYOP, and CMO are required to ensure that
the activities of one function do not conflict or
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complicate the work of another. In an expedi-
tionary setting, all may disseminate information
to local populations. However, PA elements
have the responsibility to deal with media out-
lets. They can assist the other functions in pass-
ing information to the public through the
appropriate media outlets. However, PSYOP
and CMO may use message channels that are
not used by PA, such as mobile loudspeakers or
leaflets, to disseminate their message.

Responsibilities

PA is a special staff function executed by the
MAGTF public affairs officer (PAO).

Public Affairs and the Operation Order

Annex F (PA) of the OPORD is the PA Annex.
This annex implements the recommended course
of action for PA. It details specific PA tasks to be
performed and specifies coordinating instruc-
tions for the control and management of PA mis-
sions, if required.

Civil-Military Operations

Description

Each military operation has a civil dimension.
The civil dimension requires that commanders
consider how their actions affect, and are
affected by, the presence of noncombatants.
Accordingly, CMO have become an integral
element of military operations. Through care-
ful planning, coordination, and execution, CMO
can help the MAGTF win by shaping the bat-
tlespace, enhancing freedom of action, isolat-
ing the enemy, meeting legal and moral
obligations to civilians, and providing access to
additional capabilities.

CMO are applicable at the strategic, operational,
and tactical levels. Marines are deployed across
the globe to support regional engagement strate-
gies. Marines further national goals through the
forward presence of expeditionary units. Marines
are involved in multinational training activities
and exercises that contribute to international
cooperation and stability. Marines respond to
complex emergencies, such as natural disasters,
that overwhelm civil authorities. Marines contrib-
ute to peacekeeping and peace enforcement mis-
sions and are prepared to use force and/or the
threat of force to deter conflict. If efforts to pre-
serve peace fail, Marines employ carefully
focused military capability to accomplish
national objectives swiftly and with as little loss
of life as possible. Once hostilities are con-
cluded, MAGTFs contribute to stabilization,
recovery, and to the peaceful transition of con-
trol back to civil authorities.

In every case, Marines will operate in close con-
tact with civilians and their governments. The
need exists to carefully develop, nurture, and
maintain positive relations between the people,
governments, and NGOs in the area of opera-
tions. The activities that the commander under-
takes to create and foster positive relations
between military forces and civilians are included
in CMO. Effective CMO further national goals,
help military commanders meet their interna-
tional obligations to civilians, and enhance the
effective use of combat power.

Effective CMO maximize civilian support for,
and minimize civilian interference with, the mis-
sion. There is a CMO component to each and
every military operation, even though the
MAGTF resources devoted to CMO will neces-
sarily vary during particular operations and
throughout the various phases of each operation.
CMO are not limited to operations in which the
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MAGTF provides support or services to civilians
or their governments, such as humanitarian and
civic assistance or disaster relief efforts. CMO
are conducted to facilitate military operations,
achieve military operational objectives, and sat-
isfy US policy goals. See also MCWP 3-33.1,
MAGTF Civil-Military Operations.

Definitions

Civil-Military Operations

Civil-military operations are the activities of a
commander that establish, maintain, influence, or
exploit relations between military forces, govern-
mental and nongovernmental civilian organiza-
tions and authorities, and the civilian populace in a
friendly, neutral or hostile operational area in order
to facilitate military operations, to consolidate and
achieve operational US objectives. Civil-military
operations may include performance by military
forces of activities and functions normally the
responsibility of the local, regional, or national
government. These activities may occur prior to,
during, or subsequent to other military actions.
They may also occur, if directed, in the absence of
other military operations. Civil-military opera-
tions may be performed by designated civil affairs,
by other military forces, or by a combination of
civil affairs and other forces. (JP 1-02)

Civil Affairs

Civil affairs is the designated Active and Reserve
component forces and units organized, trained,
and equipped specifically to conduct civil affairs
activities and to support civil-military opera-
tions. (JP 1-02)

Civil-Military Operations, Civil Affairs Forces,
and Civil Affairs Activities

CA describes designated personnel and distinct
units. It is neither a mission nor an objective, but
the name of a particular force that helps the
MAGTF commander to plan, coordinate, and
conduct CMO. CA forces bring expertise that is
not normally available to the MAGTF. CA forces
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are organized and equipped specifically to sup-
port CMO and to conduct CA activities. CA
activities embrace the relationship between mili-
tary forces and civil authorities, and involve the
application of particular skills that are normally
the responsibility of civil government. CA activi-
ties include public administration, public health,
economic development, and utilities.

CMO build and use relationships with civilians
and other groups to facilitate operational tasks
across the full range of military operations. Any
element of the MAGTF may participate in the
planning and execution of CMO. Whether a
Marine is an operational planner dealing with a
member of a foreign government, a member of a
team working with an international relief organi-
zation or a rifleman at a checkpoint talking with a
local farmer, that Marine is conducting CMO.
CMO occur throughout the planning and execu-
tion of military operations and are not merely an
adjunct specialty that occurs before or after hos-
tilities. CA activities, however, are distinguish-
able from CMO to the extent that CA activities
are characterized by the application of functional
specialties in areas normally the responsibility of
the local government or civil authority. CA forces
help the MAGTF do this.

CMO, executed by CA forces, may include per-
formance by military forces of activities and
functions normally the responsibility of local
government. CMO can assist to support friendly
or host-nation civilian welfare, security, and
developmental programs, and can publicize the
existence or success of these activities to generate
target population confidence in and positive per-
ception of US and host-nation actions. See also
MCWP 3-33.1.

Types of Civil-Military Operations

CMO focus on the relationship between military
forces and CA, NGOs, 10s, and populations in
areas where military forces are present. While
executing CMO, the MAGTF may find itself



3-20

MCWP 3-40.4

involved in a wide variety of activities including
the following:

Population and resource control.

Foreign humanitarian assistance.

Military civic action.

Nation assistance operations.

Civil preparedness and/or emergency operations.
Civil administration.

Domestic support operations.

Responsibilities

CMO is a function of operations. The CA officer
normally operates under the staff cognizance of
the operations officer (G-3/S-3). However, in sit-
uations in which civil-military considerations are

a priority, the MAGTF commander may choose
to designate the CA officer as a member of the
general/executive staff. When trained CA person-
nel are not immediately available, the com-
mander may designate a staff member to
undertake the function.

Civil-Military Operations and
the Operation Order

Annex G (CMO) of the OPORD is the CMO
annex. This annex implements the recommended
COA for PA. It details specific CMO tasks to be
performed and specifies coordinating instruc-
tions for the control and management of CMO
missions, if required.



